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Introduction

The website hoi-polloi.org is primarily providing services for hacktivists - but is trying to be
helpful to all people who are dedicated to freedom of information, freedom of communication and
expression, free speech and informational self-determination. This includes VPN services for
journalists that work in or travel to countries that do not honor the above values.
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Normally you connect directly from your local
computer to servers on the Internet (e.g. web
servers); so anyone from your ISP’ that connects
you to the Internet via WiFi or cable connection up
to the web server operator can “see” your traffic -
and every carrier in between that transports your
traffic.

Local computer

Web sarver

In countries where the access to certain Internet
servers is either blocked (or just monitored) this
“visibility” is the problem: Anyone along the
connection from your local computer to the web
server can either block, filter or monitor your
activities. So you may want a method to hide your
traffic, so that this intervention becomes impossible.

The solution to this problem is to use a VPN (Virtual Private Network). Originally designed to link
separate private networks (of a company) over the Internet in a secure way, VPNs can also be used to
hide your traffic from anyone along the line to the VPN server.

You connect to a VPN server first, and than all Local computer

your Internet traffic will be redirected to the VPN Wieb ssruer
server over an encrypted tunnel (so no one can ; -

snoop on your Internet traffic). Pony T T

L
. ..F'ﬁ Internet
The VPN server will forward your traffic to the B

Internet servers on your behalf. If the VPN server
is located in a jurisdiction that does not censor
Internet traffic, you can easily access web servers
even if your local computer is in a jurisdiction that
does not allow access to such web servers.

You can use a VPN for any Internet activity you
desire: web browsing, email exchange, instant VPN sarver Web server
messaging or any custom application that utilizes

the Internet. For you as a user the whole process is completely transparent once the VPN connection is
established.

The following sections will help you setup the VPN software on your computer.

The following steps describe how to install a VPN client software on your computer and to configure the
VPN client to work with the JoDi server.

First you have to plug the USB stick into your computer and open the device in a file browser
(depending on your operating system this usually happens automatically).

You should see three folders on stick; one for each of the supported operating systems: Linux, MacOS
and Windows. Each of these folders contains all files needed to install and configure the client
installation.

The root directory of the USB device will contain the PDF version of this document.

1 Internet Service Provider: the company that owns the network infrastructure you are using on your end
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The current version of the VPN server can only handle IPv4 traffic; if your network connection is using

IPv6 (too), you can run into serious trouble as the IPv6 traffic is routed and therefore not anonymized by
the VPN.

Until the VPN server can handle IPv6 traffic we strongly advise you to turn off IPv6 during a
VPN session!

Windows 7 and Vista

1. From the Start menu, select Control Panel. Make sure you are in the Large or Small icons view
(Windows 7), or Classic View (Vista).

Open Network and Sharing Center.

On the left, select Change adapter settings (Windows 7) or Manage network connections (Vista).
Right-click the connection for which you want to disable IPv6, and select Properties.

Uncheck Internet Protocol Version 6 (TCP/IPv6) and click OK.

o M 0D

Mac 0S K

In Mac OS X, you'll need to disable the IPv6 protocol both for your Ethernet card (wired connections)
and for AirPort (wireless connections):

1. While logged into an account with administrative privileges, from the Apple menu, select System
Preferences....

2. In System Preferences, select Network.
3. Click Ethernet and then click Advanced....

4. Click the TCP/IP tab, and from the pull-down menu next to "Configure IPv6:", choose Off or Link-
local only. Click OK.

5. Click Wi-Fi or AirPort and then click Advanced....

6. Click the TCP/IP tab, and from the pull-down menu next to "Configure IPv6:", choose Off or Link-
local only. Click OK.

Linux (Ubuntu, Debian and many other)

Right-click on the network status icon in the status bar.

—_

Click on Edit Connections
Select the active connection for Internet access and click Edit.
Go to the IPv6 Settings tab

In the Method dropdown, choose Ignore.

o gk~ w D

Click on Save.
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Install Client Software

First install the VPN client software for your operating system. You have two options:
* Use the installation programs provided on the USB stick (recommended for most users)

» Download and install the client software from the OpenVPN project website:
https://openvpn.net/index.php?option=com_content&id=357

Mac 0S K

This section describes how you can install the VPN client software called Tunnelblick_3.3.dmg
from the USB stick on your MacOS system. You don't have to be logged in as administrator, but you
need the administrator password to successfully install the VPN software. If you do not have such
password ask your IT department to install the software for you.

You might also want to check for newer versions of the software or versions suitable for your MacOS
release at the VPN project website (https://code.google.com/p/tunnelblick/). It | likely
that this installation manual will also work for newer versions of Tunnelblick (Version 3.3 is being
deployed on the USB stick you have received).

Insert the USB stick into your computer. A new fca ——t =
device should appear and you should see a PDF
document (this text) and some folders. Change to
the MacOS folder. You will find two entries in the
folder: a sub-folder called “JoDi.tblk” and an
installation image for Tunnelblick.

Start the installation archive named a00 e S
Tunnelblick_3.3.dmg by double-clicking on S

the Tunnelblick icon in the folder. An installation st
start-up screen will appear. Double click the m @

Tunnelblick icon on this screen to start the
installation.

(If you want you can read the documentation on
the Tunnelblick VPN software before by clicking
on the documentation button.)

You have to provide the administrative account
credentials (username and password) to install
the application on the harddisk. If unsure, ask
your IT department or support desk for help
during the installation.

[ Tunnelblick J Online

Documentation.we! bloc

Double-cliquez pour commencer
=

Wi Fria

Haga doble clic para comenzar
Doppio click per iniziare
[Baxae! KNUKHUTE Anst Havana
Dubbel-klicka for att borja
Clique-duplo para comegar
EATILT IV THIETS
Dubbelklik om te starten
Dobbelt-klikk for a starte
Alzteteid olF 23

Feu doble clic per comencar

b Details

Tunnelblick must be installed in
Applications.

Do you wish to install Tunnelblick 3.3.0 (build
3518) to wauland-s25/Applications?

Tunnelblick requires that you type your
password.

Name: |admin

Password: ||

_ Cancel oK
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After the installation is complete, you can start the Tunnelblick

Tunnelblick VPN application by clicking on the Tunnelblick
“Launch” button. OpenVPN for Mac 08 X
The application will display a little “tunnel” icon in e e G e

the system tray (upper menu bar on the right side; Capyright © 2004-2014 Angela Lauh and others.

close to the time display and search icon).

Installation succeeded
Tunnelblick was successfully installed.

Do you wish to launch Tunnelblick now?

Quit Launch

If this is the first time installation of Tunnelblick,
the application will ask you for a setup; please
select the “Quit” button (most left button),
because we have prepared setups for you to use
directly.

Files

The installation image is still opened on the

desktop. Drag it to the waste bin, to “eject” the e
image.
Open or activate the window with the “MacOS” s A v .

folder from the USB stick again. Now double-click
on the folder item “JoDi.tblk”; this will install the
JoDi VPN settings you need to connect to our
service.

PO 0 Tunnel lolick_3.3.dmg

101 2 selected, 1.84 GB avalable 7

You will be asked if the VPN configuration will be

installed for all users or just for the account that is e e
currently looged in. Choose whatever you like; if T ———
unsure, select “Only me”. All Users Cancel ) (—OnlyMe )

You need to provide the credentials (username

password) to install the configuration; if you have Tunnelblick needs to:
chosen “All users” you must provide the )+ st one configuration
administrative account credentials; if you install
only for yourself, provide your username and o, TS (At you BYpe your
password in this dialog. Name: [admin

Password: ||

Whenever you connect to VPN service, your local

IP address should change; this indicates a [ i\ e
successful VPN connection. Tunnelblick can e e o
check for the IP address change automatically R

Do you wish to check for this IP address change?

after a connection; we recommend to select the
“Check for change” option here.

Do not check for a change ) (* Check fora change )
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Tunnelblick can check for newer versions of itself

automatically and ask you for an update. Since T U (T TR
newer versions often fix security problems, it is m otk o o oo o
recommended to chose the “Check automatically” S inctude anommous sstem pofle

Option here. Don't Check ) (Check ically )

Running the Client Software

When you login to your account at a later time, you can check if Tunnelblick is running by looking for
the “tunnel” icon in the upper menu bar on the right side. If you can't find it, Tunnelblick is probably not
running. Press 36-A to list all installed applications on your MacOS and double-click on the
“Tunnelblick” application in that list. You should now see the icon in the upper right of your desktop.
= 4 Fill:00 @ Q

Click on the “tunnel” icon an a short menu will pop

up. You can now select “Connect JoDi” to o
. . | ConnectJoDi |
connect to the hoi-polloi.org VPN server. Add 2 VPN...

VPN Details...
Quit Tunnelblick

Tunnelblick will start to establish a connection to = " “'m —

the hoi-polloi.org VPN server; while the JoDi
connection is being established, the display will i Liui &
show yellow messages.

Our: 1.25 KBfs 3.12 KB

Once the connection is established successfully,
the current status of the Tunnelblick connection ill
be displayed in green.

Tunnelblick

In: B85B/s 1L6KE

You will see the amunt of data that has been w400 BRis
exchanged over the VPN tunnel since its creation.

You can now use your normal applications like web browser or email to access content on and over the
Internet. Every packet is routed over the encrypted VPN tunnel, so anyone snooping on your
connection (by monitoring the WiFi access point or the cable router you use) will not be able to see,
block or filter your Internet connection.

. . =4 Fill0l ) Q
If you are done using a VPN tunnel, click on the Disconnect All Job)

tunnel” icon in the upp(fr menu bar to tne right; in
the popup menu select “Disconnet JoDi”. Add a VPN...
VPN Details...
You can later reconnect at any time. Quit Tunnelblick

One your are done completely, you can “Quit
Tunnelblick” as well - but this step is optional and
not necessary. Just log out from your account will
terminate any VPN connection still active.
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Client Software Installation

To install the OpenVPN GUI application on your Windows computer, you need administrative rights.
We recommend to login as Administrator for the installation process.

Insert the USB stick and select the “Windows” S — Eeloes
. . | |1 « (E) Removable Disk » Windows = | %4 [} Search Windows el
folder. You will find some configuration files (to be e
used later) and two executable installer programs. - 0 @
Name Date medified Type Size
Douple-click_the install_er you ne_ed for your S Eoa o
version of Windows (either 32-bit or 64-bit). If P S -
unsure, select the 32-bit version. S e,
| Server_3.taPEM ) PEMFile 1KB
7 items
The installation starts with an intro dialog; click SE— SRS
“Next” to proceeed to the license agreement. Ehogse nfich fatres o QpenPH 2.3 24003 you nent o
Read the agreement carefully and click “I agree” ey T ——
to continue. : ’
. . . . Select components to install:
A component selection dialog will appear; you Hommiee
don't have to change anything here - just press
“Next” to continue the installation. Bk e -
Space required: 3.7MB
< Back H lext > ] ‘ Cancel |
The next dialog let you choose the install location; S — =
confirm the default location proposed by the Choase the folder in which to install CpenVPN 2.3,2-1003,
installer by pressing the “Install” button. St il e Coan\PH .32 1083 1 th ellving foer. T sl difernt e,
dick Browse and select another folder. Click Install to start the installation.
During the installation process you will see a log
window, where the current install activity is
dISplayed Desun'auunFolder ' _
Space required: 3.7VB
Space available: 369.8G8
<Beck [ _instal | [ cencel
Once the installation is complete, you can show a S =S

Completing the OpenVPN 2.3.2-1003
Setup Wizard

README file that explains further details about
the OpenVPN GUI client software.

OpenVPN 2.3.2-1003 has been installed on your computer.

Click Finish to dose this wizard.

Close both windows when done; you have now
successfully installed the software.

7)Show Readme:

You should see a “OpenVPN GUI” icon on your
desktop.

Back Cance OpenVPM
GUI
As administrator, double-click the desktop icon DE i B !
“OpenVPN GUI”; a small icon (with read screens)
should appear in the system tray. Right-click the Settings...
and select “Exit” in the popup menu. .
B ) [ I
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Configuring the Client Software
Open the Windows Explorer and go to the ; : S

& ()=[17 > Computer » () Locel Disk » Progrom Fies » OpenVPH » confy <[] [[Search contig 2]
OpenVPN configuration directory at flamciatomolonit —
Organize »  Includeinlibrary New folder =y @ @

Name ’ Date modified Type Size

“‘C:\Program Files\OpenVPN\config” £ reaoeee — e — az

Open the Windows folder on the USB stick and GO
select all configuration files in it. Copy the — =

selected files to the OpenVPN config folder by S — ;:W
dragging them with the mouse (left-click drag).

260320141256 PEM File 4KB

. . 29.03.2014 05:18 1632KB
You can now logout as administrator.
Litem W& Computer

Running the Client Software

Log into your user account and start the Connect
OpenVPN GUI application by double-clicking on Ehsut
its desktop icon. Right-click the icon in the e
system tray and select “Connect” from the popup
menu.

View Log
Edit Config

Change Password

Settings...
ol Exit

BIEN vwg D ] I o) 05:39

A log window will pop up and show messages for *;:;“;::j;;;;“‘ﬂ"ﬁ =t
the connection process. Once the connection is R e
established, the window will close automatically St SR

2t ar 23.05.40.41 2014 MANAGEMENT. 2STATE 1396096841 WAIT .
Sat M 25 05:40:41 2014 MANAGEMENT. >STATE 1356096841 ALTH

and the icon in the system tray will show green R e A e

<2t ar 23,05 40 41 2014 VE epth=
Sat Mar 29 05:40:41 ZDTAVER\FVXSDSNAMEOK 1

screens. R B e B

el De 9 message has! or authertica
Sat Mar 29 05:40:43 2014 Cortrol Ghar \ 1 r:luh TLSv1/55Lv3 DHE-RSA-AES256-SHA, 4196 bil
Sat Mar 29 05:40:43 2014 [Server_3] Pe itisted with [AF_INET]88.198.107.197.1184

‘SEIM 7 23.05.40,44 2014 MANAGEMENT: STATEBBSDESBMGET TONFiG

To close a VPN connection, right-click on the icon in the system tray and select “Exit” from the popup
menu.
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Linux (Ubuntu, Debian and many other)

Installation of the UPN Client Software (openvpn)

The client software is not available on the USB stick but should be installed from the openvpn
package bundled with your Linux distribution. Use the package manager of your choice (we use the
“Synaptic Package Manager” in this example; this is available under Debian, Ubuntu and many other
Linux distributions):

(© applications  Places [Eaul = B0 WM €3

Preferences »,
Administration (3 B ADSLPPPOE configuration
Help & GParted
About GNOME [z Login Window

B2 network
Lock Screen =

Printin

Log Out brf... =] 9

{= services
Shut Down...

ﬁ Software Center

@) software Sources

ﬁ-‘ Synaptic Package Manager

&1 Time and Date install, remove and upgrade software packages
[c

LEJ Update Manager

&, Users and Groups

Install the “openvpn” package (and its dependencies like the network manager applet for openvpn):

= 7 Synaptic Paketverwaltung (as superuser) 088

Datei Bearbeiten paket Einstellungen Hilfe

Quick search

& Q suche
haften openvpr]

& G
Neu laden Aktualisierungen vormerken Anw

- ‘ s | ‘ Paket Installierte Version | Neueste Version ‘Bsschrs\bung ‘
Amateurfunk © openvpn 2.1.3-2+squeezel 2.1.3-2+squeezel virtual private netwerk daemon
Aus einer RPM-Datei umgewandelt 1@ gadmin-apenvpn-client 0.12-4 GTK+ configuration tool for openvpn (client)
Bibliotheken [0 @ gadmin-openvpn-server 0.15-3.1 GTK+ configuration tool for openvpn (server)
Bibliotheken (Abhangig ven unfreie Paketen) © openvpn-blacklist 04 0.4 list of blacklisted OpenVPN RSA shared keys
Bibliotheken (unfrei) O © gadmin-openvpn-client-dbg 0.12-4 GTK+ configuration tool for opsnvpn (debug for client)
Bibliotheken - Entwicklung ] @ gadmin-openvpn-server-dbg 01531 GTK+ configuration tool for openvpn (debug for server)
Bibliotheken - Entwicklung (Abhangig von unfreie Paketen) [ @ gadmintools 8 GTK+ server administration tools (meta-package)
Bibliotheken - Entwicklung (unfrei} [0 @ openvpn-auth-ldap 2.03-1 OpenVPN LDAP authentication module
Biblictheken - Veraltet @ network-manager-openvpn  0.8.1-1 0811 network management framework (GpenvPN plugin core)
Bibliotheken - \Veraltet (unfrei) @ network-manager-openupn-gni 0.8.1-1 0.8.1-1 network management framework (OpenVvPN plugin GNOME GUI)
Databases [0 @ kvpne 0.9.6a-2 vpn clients frontend for KDE4
Debug ] @ anytun 0.33-2 secure anycast tunneling protocol
Debug (Abhangig ven unfreie Paketen) [0 @ collectd-core 4.10.1-1+squeeze? statistics collection and monitoring daemon (core system)
Debug (unfrei)
Dokumentation

Dokumentation (Abhangig von unfreie Paketen) Es ist kein Paket ausgewahlt.
Dokumentation (unfrei}

E-Mail

E-Mail (Abhangig von unfreie Paketen)
E-Mail (unfrei}

Editoren

Editoren (unfrei)

Eingebettete Systeme

Elektronik

Elektronik (Abhangig von unfreie Paketen)
Elektronik (unfrei)

Entwicklung

Entwicklung (Abhzngig von unfreie Paketen)
Entwicklung (unfrei)

Fonts

Fonts (Abhangig von unfreie Paketen)

Fonts (unfrei)

SE—— . =

Sektionen

Status

Ursprung |
Custom Filters |

sSearch Results |

[13 Pakete angezeigt, 3648 mnstalliert, O defekt, 0 werden installiert oderaktualisiert, 0 werden entfernt

(If you want to install and compile openvpn yourself, go to the project download website at
http://openvpn.net/index.php/open-source/downloads.html)
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Configuring the Client Software

Click on Network Manager icon in the system _ , , . 72
Wired Network (Broadcom NetXtreme BCM5721 Gigabit Ethernet PCI Ex|
bar and select “Configure VPN” in the “VPN Auto etho
Connectlons” menu entry Wired Network (Broadcom NetXtreme BCM5721 Gigabit Ethernet PCI Ex|
Click on “Import” to install the JoDi VPN — "eY‘“""k o
. &/ wired | & wireless | "} Mobile Broadband !@ vpm\ 1/ DSL
configuration. — =T
[_mport__
Close
Browse to the “Linux” folder on the USB device e @@ 2
and select the file “JoDi.ovpn”. Click “Open” to Location; [oimen
start the import of the configuration file. o D Gemeosm 20 wamiarzen
e | e
i Desktop 213 bytes Yesterday at 22:44

] File System

Once the import has finished, a list of = e e
configuration options is displayed. You don't PR
need to change anything here. e

Gateway: [ez1ee.1112
Click on “Apply” to store the configuration for ——
later use. e

CA Certificate: || JoDi.cert.PEM
(See Appendix A.1 on how to improve security of saeren ([ iy
the VPN connection by using Tor.) =

[ Available to all users “cancel ) (ETDID

Running the Client Software

Use the Network Manager (click on icon in system bar) to activate a VPN connection; the connection
symbol will show an animation while connecting to the JoDi server and a new connection icon once the
VPN connection is established:

PR 2 @ ™)
No VPN connection Establishing VPN connection VPN connection active
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